Abstract The correlation-immune functions serve as an important metric for measuring resistance of a cryptosystem against correlation attacks. Existing literature emphasize on matrices, orthogonal arrays and Walsh-Hadamard spectra to characterize the correlation-immune functions over F p (p ≥ 2 is a prime). Recently, Wang and Gong investigated the Fourier spectral characterization over the complex field for correlation-immune Boolean functions. In this paper, the discrete Fourier transform (DFT) of non-binary functions was studied. It was shown that a function f over F p is mth-order correlation-immune if and only if its Fourier spectrum vanishes at a specific location under any permutation of variables. Moreover, if f is a symmetric function, f is correlation-immune if and only if its Fourier spectrum vanishes at only one location.
Introduction
Correlation immunity is one of the important properties for cryptographic functions. It was introduced to prevent some cryptosystems from correlation attacks [16, 14] (or 'divide and conquer attack ' proposed by Siegenthaler [15] ). Moreover, correlation-immune functions are closely related to secret-sharing schemes and error-correcting codes [12, 1, 20, 5] . The constructions of correlation-immune functions with desired nonlinearity, algebraic immunity, propagation and strict avalanche criteria, such as [3, 4, 17, 18, 23] , just list a few here, were well studied.
There are several methods to characterize correlation-immune Boolean functions. In 1989, Xiao and Massey [21] showed that a Boolean function is mth-order correlation-immune if and only if its Walsh-Hadamard transform vanishes for all points with Hamming weights between 1 and m. A similar concept, called invariants of Boolean functions, which measure the distances between a Boolean function and all affine functions, was introduced by Golomb [7] [8] in 1959. In fact, invariants are the same concept of Walsh-Hadamard spectral characterization of correlation-immune functions. But the motivation to propose the invariants of Boolean functions was not explicitly mentioned until 1999 [9] . In addition to Walsh-Hadamard spectral characterization, other methods to characterize correlation-immune Boolean functions, such as matrices [11] , orthogonal arrays [2, 1] , and Fourier spectra [19] were proposed.
For non-binary functions, the characterization of correlation immunity was also studied. Zhang and Xiao [22] proved that a function f over F p for p prime is mthorder correlation-immune if and only if its Chrestenson cyclic spectrum vanishes for all points with weights between 1 and m by generalizing Walsh-Hadamard spectral characterization. Gopalakrishhan and Stinson [11] investigated the correlationimmune functions over the finite fields and derived their matrices, spectra, and orthogonal arrays characterizations. Feng [6] obtained two necessary and sufficient conditions for the correlation-immune functions over Z N in terms of Chrestenson linear spectrum and Chrestenson cyclic spectrum. It is clear that the methods to characterize the correlation-immune functions, including Walsh-Hadamard spectra, matrices, orthogonal arrays, were all generalized from the Boolean functions to non-binary functions.
Recently, Wang and Gong [19] investigated discrete Fourier transform over the complex field of Boolean function f (x), and deduced an equivalent condition for an mth-order correlation-immune Boolean function, that is, the Fourier spectrum of f (x) under any permutation of n variables vanishes at a particular location. Inspired by this result, we try to characterize mth-order correlation-immune functions over F p for p prime by discrete Fourier transform over the complex field. However, the method used in [19] cannot be extended to prove the result here. In this paper, we used a different approach than the literature [19] , and obtained that a function f over F p is m-order correlation-immune if and only if its Fourier spectrum vanishes at a specific location under any permutation of variables. In particular, a symmetric function f is correlation-immune if and only if its Fourier spectrum vanishes at a specific location. The Fourier spectral characterization for Boolean functions in [19] can be regarded as a special case of the results in this paper for p = 2.
The rest of this paper is organized as follows. In Section 2, we introduce the definitions of the correlation immunity, resiliency and discrete Fourier transform over the complex field of the functions, review previous results on the characterizations of correlation-immune functions over F p as well. In Section 3, we present the main result on Fourier spectral characterization of correlation-immune functions. In Section 4, we show an equivalent condition for m-order resilient functions. Section 5 concludes the paper.
Preliminaries
Let f : F n p → F p be a function with variable x = (x 1 , x 2 , · · · , x n ), where F p denotes Galois Field with p elements for prime p, and
Correlation Immunity and Resiliency
Definition 1 Let X 1 , X 2 , · · · , X n be independent and uniformly distributed random variables (that is, for any a ∈ F p , assume that P (X i = a) = p −1 , 1 ≤ i ≤ n). A function f is said to be mth-order correlation-immune if the random variable Z = f (X 1 , X 2 , · · · , X n ) is statistically independent of every m-subset of random variables chosen from X 1 , X 2 , · · · , X n , which means
A function f is said to be balanced if every possible output occurs with equal probability p −1 . Furthermore, if f is mth-order correlation-immune and balanced, then f is said to be m-resilient.
Associated Polynomial
We describe a sequence f of length p n corresponding to the function f by listing the values taken by f (x 1 , x 2 , · · · , x n ) as (x 1 , x 2 , · · · , x n ) which ranges over all its p n values in lexicographic order. In other words, sequence f is defined by
where
) be a pth primitive root of unity over the complex field. The polynomial associated with the function f (
Discrete Fourier Transform
We now introduce the concept of the discrete Fourier transform (DFT) over the complex field of the function f (x 1 , x 2 , · · · , x n ), which actually is the DFT of the sequence described by function f . Note that DFT over the complex field introduced here is the traditional DFT, which is different from the DFT over the finite field [10] .
be an N th primitive root of unity over the complex field. The discrete Fourier transform (DFT) of function f (x 1 , x 2 , · · · , x n ) over the complex field is defined by
Then the inverse discrete Fourier transform (IDFT) of the function f (
Let F N = (f kj ) be an N × N matrix whose entries are defined by
This is called the DFT matrix. Under this notation, we have DFT and IDFT respectively:
. . .
where F * N is the Hermitian transpose of F N , and the entries f *
The relationship of DFT spectra of a sequence and its auto-correlation function has been studied before.
Definition 3 Let f be the sequence described by function f (x):
where f (k) is defined by (1) and the addition in (k + t) is over Z N .
It is known that the squared magnitude of the DFT spectra of f (x) and the autocorrelation of sequence described by function f (x) are a DFT pair, i.e.,
Recall the definition of the DFT and associated polynomial of the function f (x 1 , x 2 , · · · , x n ), it is obvious that F f (j) = F (z = ξ −j ). We shall use polynomial F (z) to explore the DFT of function f in the rest of the paper.
Previous Results on the Characterizations of Correlation-Immunity
Correlation-immune and resilient functions were initially defined by the probabilistic terminology (Definition 1), but it is difficult to determine the correlationimmune functions by probabilistic method. Therefore, some algebraic and combinatorial methods were proposed to characterize the correlation-immune functions. For p = 2, these methods to study Boolean functions are refer to Walsh spectra [21] , matrices [11] , orthogonal arrays [2] , and Fourier spectra [19] . For general prime p, the above first three characterizations of the correlation-immune functions were generalized to Chrestenson spectra [6] , matrices [11] , and orthogonal arrays [11] , respectively.
Chrestenson transform, which is also referred to generalized Walsh-Hadamard transform in the literature, was introduced in [22, 6] 
and Chrestenson cyclic spectrum of f (x) is given by
respectively, where ω = exp( 
Correlation-immune functions are characterized by the following matrix method. Fourier spectrum characterization for the correlation-immune Boolean functions was proposed by Wang and Gong in [19] . We shall generalize these results to functions from F n p to F p for prime p.
Fourier Spectrum Characterization for Correlation-Immune Functions
Let π be a permutation of symbols {1, 2, · · · , n}, f π = f (x π(1) , x π(2) , · · · , x π(n) ) a function obtained by permuting the variables in f (x 1 , x 2 , · · · , x n ), and F π (z) the polynomial associated with the function f π .
For any integer d, let Φ d (z) denote the dth cyclotomic polynomial [13] . Then Φ d (z), a monic polynomial with integer coefficients, is the minimal polynomial over the rational field of any primitive dth-root of unity. The main result of the paper is given as follows. Before giving a proof for Theorem 1, we study the cyclotomic polynomial Φ p m (z) first. It is obvious from the definition of cyclotomic polynomial that
where gcd denotes the great common divisor. On the other hand, since
we have
and
So we conclude that
For ease of illustration, we first consider permutation π to be identity, and describe the connection between Φ p m (z)|F (z) and probabilistic expression.
is a markov chain, or alternatively, for ∀t ∈ F p ,
From the definition of the cyclotomic polynomial, we know
Form the formula of the cyclotomic polynomial in (4), we have
Then the summation in (5) can be divided into two parts, where the first part is for x m = p − 1 and the second part is for x m = p − 1. Hence Φ p m (z)|F (z) is equivalent to
Combining like terms about z, the above condition is equivalent to
Since
, which is the degree of Φ p m (z), for j ≤ p − 2, it follows that, for 0 < x 1 , x 2 , · · · , x m−1 ≤ p − 1, and 0 < j ≤ p − 2,
which is equivalent to
where #{·} denotes the number of elements in the collection {·}.
Recall that the minimal polynomial of ω is Φ p (z) = 1 + z + z 2 + · · · + z p−1 with respect to integer polynomial ring, any polynomial g(z) in integer polynomial ring with g(ω) = 0 must be a multiple of Φ p (z). Therefore we obtain that
It follows from (6) and (7) that
In other words,
for ∀t and ∀j, i.e.,
which complete the proof.
We now prove Theorem 1 by applying permutation π and Lemma 1.
Proof From Lemma 1, we know that Φ p m (z)|F (z) is equivalent to
Then consider all the permutation π, we obtain
which is exactly the definition of the mth-order correlation-immune function.
Definition 5 A function f is called a symmetric function if permuting its variables (x 1 , x 2 , · · · , x n ) leads to itself.
For symmetric function f , since f = f π for all permutation π, the Fourier spectral characterization of the correlation-immunity is much simpler.
Then f is mth-order correlation-immune if and only if
Calculate the Fourier spectrum of f (x 1 , x 2 , x 3 , x 4 ) at position 3 4−1 . We have
so f is a first-order correlation-immune function. Calculate the Fourier spectrum of f (x 1 , x 2 , x 3 , x 4 ) at position 3 4−2 . We have
so f is not a second-order correlation-immune function.
Fourier Spectrum Characterization for Resilient Function
In cryptographic applications, for avoiding statistical dependence between the plaintext and the ciphertext, the function f (x 1 , x 2 , · · · x n ) is always required to be balanced. 
Conclusions
In this paper, we introduced the discrete Fourier transform over the complex field of the function f (x) : F 4. The method used in [19] cannot be extended to prove the result for p > 2.
However, Fourier spectral characterization for Boolean functions in [19] can be regarded as a special case of the results in this paper for p = 2.
